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NOTICE TOAPPLICANTS

As an applicant for a position requiring fingerprints to be submitted to the Colorado Bureau
of Investigation, and the Federal Bureau of Investigation, YOUR FINGERPRINTS WILL BE
SUBMITTED TO THESE AGENCIES TO CHECK STATE AND FBI RECORDS.

Discrepancies on your Colorado record can be challenged and corrected by contacting the
Colorado Bureau of Investigation at 690 Kipling St., Suite 3000, Denver, CO 80215, or by
calling the Identification Unit at (303) 239-4208 Additional information is available from CBl's

website at www.colorado.gov/cbi.

Discrepancies on records from the FBI or relating to another state can be challenged through
the FBI. Information, including that listed below, can be found at their website at

The U,S. Department of Justice Order 556-73 establishes rules and regulations for the
subject of an FBI Identification Record to obtain a copy of his or her own record for review.
The FBU's Criminal Justice Information Services (CJIS) Division processes these requests.

How to Request a Copy of Your Record
The FBI offers two methods for requesting your FBI Identification Record or proof that a

record does not exist.

Option 1: Submit vour request directly to the FBI.

Option 2: Submit to an FBI-approved Channeler, which is a private business that has
contracted with the FBI to receive the fingerprint submission and relevant data, collect the
associated fee(s), electronically forward the fingerprint submission with the necessary
information to the FBICJIS Division for a national criminal history record check, and receive the
electronic record check result for dissemination to the individual. Contact each Channeler for
processing times (this result cannot be used for licensing).

AGENCY INSTRUCTIONS: To comply with federal law, provide a copy of this document to
each applicant fingerprinted.
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NONCRIMINAL JUSTICE APPLICANT’S PRIVACY RIGHTS

As an applicant who is the subject of a national fingerprint-based criminal history record check for
a noncriminal justice purpose (such as an application for employment or a license, an immigration
or naturalization matter, security clearance, or adoption), you have certain rights which are
discussed below.

You must be provided 3 wrlttcn notlflcatmn that ymlr fingerprints will be used to check the
criminal history records of the FBL. 1 LA N

You must be prov:ded and acknowledge receipt of an adeQuste Privacy Act Statement
when you submlt your ﬁugerprmts and associated persunal mformatmn This Privacy Act
Statement, should explain the adthor:ty for co]lectmg your info rmation and how your
mformatlon will be used, retamed and shared. ?

If you have a criminal history record, the officials making a determindtion of your
sujtabillty for the employmcnt, llcense, or other benefit must pr0v1dc you _the opportunity to
co mplete or- challenge the accuracy oj' the mfo‘rmatmn in the record. '

The foic:als must adv:se ou that the procedures for obtaining a change, correctlon or

u pdate of your crlmma] hlstory record are set forth at Tltle 28, Code of Fel:leral Regulatlons
(CFR), Section 16. 34 ; _!_

You have the rlght to expect that ofﬁclals recewmg the results pf the crlmmal hlstory record

check will use it only for authorized purposes and will not xﬁ’taln or dlsseminaj:e it in violation of
federal statute, regulatmn or executive. order, or rule; procedure or standard ‘established by the
National Crime Prevention and Privacy Compact Council4

If agency policy permits, the (ifﬁc:als may prov1de you with a copy of your FBI criminal
history record for review and pos51ble challenge. Ifagency ‘policy does not permit it to
provide you a copy of the record, you may obtain a copy of the record by submitting
fingerprints and a fee to the FBI Informatmn regarding this process may be obtained at

If you decide to challenge the accuracy or completeness of your FBI criminal history record, you
should send your challenge to the agency that contributed the questioned information to the
FBI. Alternatively, you may send your challenge directly to the FBI. The FBI will then forward
your challenge to the agency that contributed the questioned information and request the
agency to verify or correct the challenged entry. Upon receipt of an official communication
from that agency, the FBI will make any necessary changes/corrections to your record in
accordance with the information supplied by that agency. (See 28 CFR 16.30 through 16.34.)

! Written notification includes electronic notification, but excludes oral notification.

1 https://www.thi.gov/services/cjis/compact-council/privacy-act-statement

* 8ee 28 CFR 50.12(b).

“ See 5 U.S.C. 552a(b); 28 U.S.C. 534(b); 34 U.S.C. § 40316 (formerly cited as 42 U.S.C. § 14616), Article IV(c);
28 CFR 20.21(c), 20.33(d) and 906.2(d).
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AGENCY PRIVACY REQUIREMENTS FOR NONCRIMINAL JUSTICE APPLICANTS

Authorized governmental and non-governmental agencies/officials that conduct a national
fingerprinf-based criminal history record check on an applicant for a noncriminal justice purpose
(such as employment or a license, immigration or naturalization matter, security clearance, or
adoption) are obligated to ensure theappllcant is provided certain notice and other information
and that the results of the check: are handled in a ‘manner that protects the applicant’s privacy.
These obligations are pursaant to the Privacy Act of 1974, Title 5, United States Code (U.S.C.)
Section 552a, and Tltle 28, Code of Federal Regulatmns (CFR), Section 50.12, among other
authorities. - : 4

Officials, must pruv:de to thé appllcant written notification” that hls,’her fingerprints will be
used to icheck the cnmmal history records of the FBL

Ofﬁcnﬂs mnst ensure; that an applicant receives, and acknowledges recelpt of, an adequate
Prwaty Act. Statement when the apphcant submlts his/her fingerprints and associated

personal mﬁ)rmatmn : -

Officials using the TBI crumnal history record (if one exists) to make a dctennmanon of the
applmant’s smtab‘hty for the employment, llcenae, or, -other beneﬁt must prov:de the
appllcant the oppurtumty fo complete or chalienge the acen racy of the mformahon in the
record £ | ;

Officials must advise the apphcant that procedures for obtammg a chang&, correct:mn, or
update of an FBI criminal history recorﬂ aresefl forth at 28 C’FR 16.34. ; '

Officials should not deny the employment, license, or other benefit hased on information in
the criminal history record until the applicant has been’ afferded a reason: ble time to
correct or complete. the record or has declined todo so. : .»’

Officials must use the cﬂmmal history record solely for the purPose pequested and cannot
disseminate the record outsu]e the rel:emng department, rcla tcd a’gency, or other
authorized entity.” :

The FBI has no objection to officials providing4 copyof the applicant’s FBI criminal history
record to the applicant for review and possible challenge when the record was obtained based on
positive fingerprint identification. If agency policy permits, this courtesy will save the applicant the
time and additional FBI fee to obtain his/her record directly from the FBI by following the
procedures found at 28 CFR 16.30 through 16.34. It will also allow the officials to make a more
timely determination of the applicant’s suitability.

Each agency should establish and document the process/procedures it utilizes for how/when it gives
the applicant notice, what constitutes “a reasonable time” for the applicant to correct or complete
the record, and any applicant appeal process that is afforded the applicant. Such documentation
will assist State and/or FBI auditors during periodic compliance reviews on use of criminal history
records for noncriminal justice purposes.

: Wnﬁen notification includes electronic notification, but excludes oral notification.
? See https:/fwww.1bi. gov/services/cjis/compact-council/privacy-act-statement
* See 5 U.S.C. 552a(b); 28 U.S.C. 534(b); 34 U.S.C. § 40316 (formerly cited as 42 U.S.C. § 14616), Article IV(c);
28 CFR 20.21(c), 20.33(d), 50.12(b) and 906.2(d).
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